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1
Decision/action requested

Add instructions of ZUC algorithm.
2
References

[1] http://www.is.cas.cn/ztzl2016/zouchongzhi/201801/W020180416526664982687.pdf
3
Rationale

Add necessary instructions to ZUC. Correct an editorial problem.
4
Detailed proposal

*************** Start of Change 1 ****************
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*************** End of Change 1 ****************
*************** Start of Change 2 ****************
13.1 
Radio interface encryption and integrity algorithms

13.1.1
AES

It appears fairly straightforward to adapt the encryption and integrity algorithms based on 128-bit AES to use 256-bit AES instead. There are published attacks that are notionally very slightly better than exhaustive search on 256-bit AES [38], but in practice it remains a completely standard choice of strong algorithm.

*************** End of Change 2 ****************
*************** Start of Change 3 ****************
13
Study of individual algorithm details

13.1.3
ZUC

The internal state of ZUC is 560 bits. ZUC has been evaluated and standardized with respect to a 128-bit key. It will not meet the current requirement of 256-bit key. . To accommodate 256-bit session/intermediate keys in 5G, a larger-key version of ZUC, e.g. ZUC-256 [39] should be used, which is a 256-bit key algorithm, supporting 32/64/128-bit MAC tag. It is suggested that such evaluation should start sooner rather than later.
ZUC-256 is designed succeeding to the same key stream generation function. Thus, it can reuse all circuit when ZUC is implemented in hardware. The MAC tag generation of ZUC/ZUC-256 is different from AES and SNOW (truncation is not supported).
*************** End of Change 3 ****************
